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Hit the Hill 2014…
This April investigation and 

security professionals will gather 
for the National Council of Investi-
gation and Security Services’ 2014 
Mid-Term Meeting and Hit the Hill 
event. Our meeting headquarters 
will be the historic Hotel Monaco 
in Old Town Alexandria just across 
the river from Washington. There 
are numerous restaurants, shops, 
and historic venues in the immedi-
ate area.

Attendees will arrive Sunday 
April 6th. NCISS will hold its Board 
of Directors meeting on Monday 
April 7th, and we all Hit the Hill 
on Tuesday April 8th. We plan to 
hold our luncheon inside the U.S. 
Capitol building, a new and excit-
ing event, thanks to the organiza-
tion’s new lobbying firm, Lobbyit. 
We are excited to be working with 
Paul Kanitra and the lobbying team 
at Lobbyit. 

NCISS has a long history of 
going to Washington, D.C. every 
year where members and non-
members meet with their congres-
sional representatives and senators 
to discuss important legislation 
impacting our professions in both 
negative and positive ways. There 
have been many successes over the 
years. 

Executive Committee Meeting…
The Executive Committee held 

a productive meeting in Dallas on 
February 8th. These meetings have 
always been 
important, but 
probably even 
more so dur-
ing the past 
three years 
when we met 
in Chicago, San 
Jose, and Dalla, 
respectively. We 
do some long 
term planning 
for NCISS and 
implement 
changes needed 
for our ever 
changing pro-
fessions. How 
many times 
have you heard 
“This isn’t the 
same business 
it was 10 or 15 
years ago.” We 
all agree. 

The com-
mittee dis-
cussed current 
legislation 
issues, 2014 
budget and 
finances, mem-
bership growth 

PRESIDENT’SREPORT

President’s Report
by Robert A. Heales

“How many times have your heard 

‘This isn’t the same business it 

was 10 or 15 years ago.’  

We all agree.”
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PRESIDENT’SREPORT

and retention, Regional and At-Large Director respon-
sibilities, our committees, the future of The Report 
and eReport, our Hit the Hill event, the evolvement of 
SAAB and SLAM and our 39th Annual Conference in 
Las Vegas this September. It was a productive day lay-
ing the groundwork for our Board of Directors meet-
ing in Washington. 

My best to everyone, and I hope to see many of 
you in Washington in April and in Las Vegas in Sep-
tember. We are “Your Voice”; join us.

Bob Heales is owner of R. A. Heales Associates, 
Ltd. in Denver (www.investigatetheworld.com). He 
can be reached at raheales@mindspring.com. 

Hit the Hill 
2014

Schedule of Events

Monday April 7, 2014
8:30 – 9:00.................................Coffee Service
9:00 – 12:00 ...............................Board Meeting
12:00 – 12:30  ............................Working Lunch
12:30 – 3:00  ..............................Board Meeting
5:00 – 6:30  ................................  Cocktail  

Reception

Tuesday April 8, 2014
8:00 – 9:00 ...............................Orientation 

Breakfast
10:00 – 12:00  ............................  Hit the Hill  

Appointments
12:30 – 1:30  ..............................Luncheon
2:00 – 4:00  ................................  Hit the Hill  

Appointments
5:00 – 6:30  ................................  Debriefing  

Reception

Join members at meeting head-

quarters at the historic Hotel  

Monaco in Old Town Alexandria 

just across the river from Wash-

ington.
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LEGISLATIVENEWS

By Francie Koehler
Chair, Legislation Committee - Investigations

This is What We Do! 

The NCISS Mission…

The overriding mission of 
NCISS is “... to monitor 
national legislative and 

regulatory activities affecting the 
investigation and security industry.  
A substantial part of the Council’s 
activities shall be to assist, advise, 
inform and influence legislation” 
(Bylaws, NCISS).

That is what we do! The focus 
of NCISS is to monitor legislation. 
In my opinion, there is no higher 
calling in this association than 
working on behalf of our fellow 
private investigators and toiling to 
protect our profession. That calling 
doesn’t apply just to the legisla-
tive chair, or even to the legislative 
committee, it applies to YOU. 

If we are really going to make 
inroads to fight restrictive legisla-
tion, we MUST become acquainted 
with our elected representatives. 

If we are really going to make inroads to fight restrictive legislation, we MUST be-

come acquainted with our elected representatives.

It is through the relationship we 
develop with our senate and con-
gressional representatives where 
we can really make a difference. 
Your job (and mine) is to educate 
our elected officials on the role we 
play, the contribution we make to 
society and the unintended con-
sequences that may result on bills 
they introduce. 

Hit the Hill 2014…
That is exactly the reason why 

NCISS hosts Hit the Hill every year. 
Hit the Hill is on April 8th this 
year. You will find details on our 
web site. You will not be sorry if 
you go! If you don’t want to partici-
pate on behalf of your colleagues, 
participate on behalf of yourself. 
Make appointments with your rep-
resentatives; they will be delighted 
to welcome you to Washington, 
D.C.

This year we have a new face 
for our legislative advocacy team: 
the staff at Lobbyit under the di-
rection of Paul Kanitra and Keith 
Nelson. They are young, energetic, 
focused and looking forward to 
meeting you in D.C. 

State Advocacy Hub and 
SLAM…

Starting April 1, 2014 NCISS 
and Lobbyit will be launching 
the State Advocacy Hub. Pending 
legislation, regulatory actions and 
other private investigator or secu-
rity profession related government 
activities will be easy to access and 
review.  Initially this hub will be 
open to all; however, eventually 
it will be accessible only to NCISS 
members. I am very excited about 
this value enhanced offering, par-
ticularly for states without a formal 
legislative program.
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If your association is interested in developing a 
formalized legislative effort, I can help. Feel free to 
contact me any time and I will give you well-tested 
steps to accomplish your program. 

In conjunction with launching the State Advocacy 
Hub is the introduction of the new State Legislation 
Awareness Monitoring program (SLAM). SLAM is an ex-
tension of the State Association Advisory Board (SAAB) 
process that has been in place for almost 15 years.

Participating state associations will be aided with 
grass roots letter writing and individual lobbying as 
needed. Sample letters regarding state issues will be 
available online, easy to sign and send.  

In addition to communicating NCISS lobbying ef-
forts, SLAM will also assist member associations with 
the following:

1.  Link NCISS Regional Directors and State As-
sociations to enable transfer of information 
concerning officer elections, seminars, accom-
plishments and legislative issues. 

2.  Develop and maintain calendar of events by 

NCISS region.
3. Provide access to accomplished speakers, sample 

Power Point presentations and seminar develop-
ment assistance.

For updates of SAAB / SLAM, please visit http://
www.nciss.org/about-us/state-association-advisory-
board.php

The following is a summary 
of two recent actions which 
give pause for concern. For 

more information on these and 
other bills NCISS is monitoring, go 
to our web site, nciss.org. 

Data Broker Oversight Hearing…
Jessica Rich, Director of Con-

sumer Protection at the FTC, has 
reported to a Senate committee 
that the function of the FTC is to 
inform consumers and industry 
regarding data broker practices 
and to have dialogue about ways to 
protect privacy. Republicans on the 
committee expressed concern that 
stronger regulatory authority to 
allow consumers to opt out of data 
collection would be detrimental to 
small businesses who benefit from 
data broker services. Chairman Jay 
Rockefeller and other Democrats 

On the  Legislative Front

on the committee indicated they 
would be comfortable with in-
creased regulation. 

FCRA Suit…
Also, the United States Court  

of Appeals, Ninth Circuit, ruled 
that a man who filed a lawsuit 
against Spokeo, a data aggregation 
web site, is not required to show 

actual harm when suing for willful 
violations. The Court of Appeals 
reversed the decision of the judge 
in the lower court where it found 
the plaintiff did not have a legal 
standing to file a suit based on 
the FCRA. Attorneys for Spokeo 
said similar lawsuits against other 
websites could result from the 9th 
Circuit ruling.

Francie Koehler currently serves as the chair of the 
Investigative section of the NCISS Legislative Com-
mittee as well as having been a NCISS two-term 
past president and past board chair. She is a two-
term past president of the California Association 
of Licensed Investigators and its current Legislative 
Chair. As host of “PI’s Declassified!,” the popular 
internet talk radio show on Voice America Vari-
ety, Francie features private investigators and the 
positive work they do to defeat the negative TV and 
movie myths. She can be reached at francie@nciss.
org. 
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News from Lobbyit

Greetings NCISS Members! As the Executive 
Vice President of Lobbyit, I appreciate this op-
portunity to introduce you to your new gov-

ernment relations team at Lobbyit, and provide some 
detail on how we’ll be serving NCISS going forward. 

First, a note of acknowledgment to NCISS’s outgo-
ing government affairs pro, Mr. Larry Sabbath. Mr. 
Sabbath has been incredibly generous with his time, 
helping bring Lobbyit up to speed on many of the 
issues of primary importance to NCISS membership. 
We understand that Mr. Sabbath did a superb job rep-
resenting NCISS, and Lobbyit looks forward to filling 
these sizeable shoes.

We are proud that NCISS chose Lobbyit as its 
government affairs representative. Lobbyit inhabits 
a special place in the government affairs industry, 
providing professional, transparent and accountable 
representation at a price unheard of in the rest of the 
lobbying industry. Based on over a year’s worth of 
concept building and market research, we confirmed 
our suspicions at the outset – lobbyists were charging 
outrageous premiums for only a few hours of work 
per month. We found this unacceptable, and Lobbyit 
opened its doors several years ago based on a simple 
but radical model – consistent, transparent, account-
able representation at a fraction of the cost of what 
other firms charge.

In this way, Lobbyit represents exactly what it 
purports to – the democratization of professional lob-
bying services, providing deep institutional history, 
seasoned judgment and top-tier advocacy services 
to firms and associations for whom this previously 
would have been prohibitively expensive. 

Lobbyit exists to tell your story. We stand on the 
merits of your arguments and data. Many other firms 
use cash and political contributions as a way to ad-
vance agendas or measures that might not otherwise 
withstand careful scrutiny. Not Lobbyit. We win based 
on the strength of our arguments (which still is pos-
sible in this day and age). 

And Lobbyit gives NCISS members a platform to 
be engaged in the issues and actively advocating. In 
April, Lobbyit will have our NCISS “advocacy hub” 
up and running, a web portal through which NCISS 
members can communicate with important members 
of government, at the Federal and state levels, to ad-
dress contemporary issues. Lobbyit will populate this 

advocacy hub with letter and email texts, call scripts, 
talking points, and other information to equip NCISS 
members to easily reach out to important officials in 
all levels of government. NCISS members will be able 
to tailor these communications, and choose the tar-
gets from drop-down menus of appropriate officials 
to make the communication smooth and seamless.

Combined with Lobbyit’s tracking of laws and 
regulations at the state level (in addition to federal), 
NCISS members will be equipped to tackle any matter 
of public policy with speed and precision. To make 
this the most successful effort possible, we ask that 
bring the same passion to this advocacy as you do 
your every-day work.

We look forward to a successful and rewarding 
partnership with NCISS, and we’re sure we’ll be see-
ing a lot of you – you’ll certainly be hearing a lot from 
us!

To Return to a Theme …

Lobbyit wins based on the strength of argu-
ments – your arguments. We work with you to iden-
tify, refine and package your best arguments, but 
it’s still your story we’re telling. This is why Lobbyit 
considers our client relationships to be far more 
akin to a partnership. We rely on you for data and 
information, and we depend on your engagement 
and participation to make the issue come alive for 
lawmakers and regulators. When we meet with 
members of Congress or the Administration, we 
are not up there alone pressing our issues, we are 
there representing the collective weight of NCISS. 

By Keith B. Nelson
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Like most effective process-
es, an investigator’s effort 
should also produce measur-

able results. First and most imme-
diate, is the return on investment, 
or ROI. If engineered correctly, 
workplace investigations are ca-
pable of producing tangible, mea-
surable results. The most common 
among them include the recovery 
of stolen assets, the termination of 
dishonest employees or vendors, 
and of course, successful prosecu-
tion when appropriate. 

When properly conducted, 
workplace investigations are 
complex affairs. They typically 
involve the convergence of many 
disciplines and an assortment of 
uncommon skills. More often than 
not, the investigator must have a 
comprehensive understanding of 
criminal, civil and employment 
law. They also require a consider-
able investment of time, money 

Taking the Bite Out of Workplace Crime 
and Misconduct                            By Gene Ferraro

and patience by the employer 
or client. Then finally, to ensure 
success, the process must be 
highly structured and flawlessly 
executed. Even the most sophis-
ticated organization can find the 
task consistently challenging. Thus, 
workplace investigations of even 
the simplest variety are not for the 
faint hearted. 

By definition these investiga-
tions involve the close examination 
of people who have a relationship 
with the organization. Most often 
those people are employees. They 
are insiders. They are people with 
whom the organization employs or 
does business. As such, they have 
special rights, expectations and 
very often they carry a sense of 
entitlement. These considerations 
significantly add to the complex-
ity of the fact-finding process and 
the manner in which the subject 
may respond to the investigation’s 
findings and management’s correc-
tive actions. Regardless, the path 
is filled with legal obstacles and 
challenges. For the unknowledge-
able and unprepared employer it 
is a virtual legal minefield. On the 
other hand, the totality of these 
complexities gives the properly 
prepared and equipped employer 
a decisive competitive advantage. 
The employer that is able to effi-
ciently bring an end to a workplace 
substance abuse problem, catch 
thieving employees in the act or 
obtain restitution from a dishon-
est vendor, without litigation or a 
public relations debacle has a sig-
nificant competitive advantage over 
the employer that cannot.

INVESTIGATIONNEWS

Gene Ferraro
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The sophisticated investiga-
tive process however, goes beyond 
this and can even be engineered 
to allow the employer to recover 
the actual cost of the investigation 
from the transgressor. Experienced 
investigators know this and craft 
their investigations such that the 
ROI they produce often includes 
recoveries beyond the actual 
losses. (See sidebar) 

Eugene F. Ferraro is board 
certified in both security and hu-
man resources management and 
is a member of NCISS’s Board of 
Directors. He can be reached at 
gene.ferraro@Convercent.com.

Recovering the actual cost of the investigation 
from the transgressor is generally accomplished in 
five distinct steps.

Step One: Make a decision to recover the loss and the 
cost of the investigation. This decision will shape the 
investigation and drive the amount and type of evi-
dence collected.

Step Two: Keep detailed records. Collect and pre-
serve evidence consistent with any proper investiga-
tion but also retain detailed records of the hours 
invested and all expenses.

Step Three:Obtain an admission of guilt. A properly 
obtained admission will be the foundation on which 
the request for restitution will be based.

One important caveat—the 
demand for restitution in lieu of 
criminal prosecution is considered 
extortion and in most jurisdictions, 
unlawful. Instead, ask for restitu-
tion and if declined quietly pursue 
other options…like notifying the 
IRS.

Remember—if the loss is worth 
investigating, it will always be 
worth recovering.

A Demand for RESTITUTION

Step Four: Make a formal request for repayment of 
the loss and cost of the investigation. Craft a formal 
agreement detailing the terms of repayment and the 
penalties if repayment is not made. If necessary, ac-
cept repayment in installments but insist that interest 
be paid on any unpaid amounts.

Step Five: Enforce the agreement. If the subject fails 
to perform, enforce the penalties and pursue the sub-
ject civilly.

Step Six: Encourage the client/victim to 1099 the per-
petrator for any unrecovered losses. Ill-gotten gains 
are taxable and when untimely paid, penalties and 
interest charges can be imposed.
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Often the fi rst argument 
against the practice is the 
assertion is that rewards 

incentivize the making of false 
reports. Though false reports are 
made, those handling whistleblow-
er reports (Convercent included) 
reveal that less than one percent of 
all reports handled are intentional 
false. The better argument is that 
much of the information divulged 
through whistleblowing mecha-
nisms would have been divulged 
even if no reward had been of-
fered. Thus resources and time are 
potentially wasted. My experience 
suggests this clearly to be the case. 
The principle bar against report-
ing is not the absence of a reward, 
but the fear of retaliation. More on 
that in a moment.

Another argument is whether 
rewarding people simply for doing 
their civic duty is a healthy prac-
tice. It seems to me that monetary 
incentives tend to create commu-

nity distrust and a sense that being 
a busybody is socially appropriate 
and potentially monetarily re-
warding. Further is the question 
whether incentives actually make 
communities more dangerous by 
encouraging impersonal, anony-
mous reporting in lieu of more 
proactive and possibly life-saving 
intervention.

I also think that it is entirely 
possible that rewards for whistle-
blowing to regulators and other 
outsiders frustrate efforts at inter-
nal compliance, or act as disincen-
tives to internal whistleblowing. 
For instance, an employee may be 
dissuaded from reporting some 
form of misconduct in a timely 
fashion to his employer because of 
the prospect of receiving a large 
reward by disclosing organization-
al wrongdoing through external 
means or by way of litigation. The 
effect thereby undermines internal 
efforts at organizational compli-

The fi rst U.S. statute to formally recognize whistle-

blowers and reward them for their tips was the False 

Claims Act. Enacted at the height of the Civil War 

during the fi rst Lincoln administration, the law’s intent 

was to combat the fraud perpetrated by businesses 

that sold war supplies to the Union Army. Yet to this 

day, rewarding whistleblowers remains controversial.

ance and ethical behavior (the im-
portance of which is often stressed 
in a wide range of internal policies 
and public law). 

There is also the possibility 
that indexing of the amount of the 
reward directly to the amount of 
the penalty (and thereby to the 
degree of seriousness and extent of 
the wrongdoing) provides whistle-
blowers with an incentive to report 
wrongdoing later rather than 
earlier. Thus, the whistleblower 
reports only after the crime or act 
has produced much more serious 
consequences (in some instances, 
fatal), rather than disclosing evi-
dence immediately. 

I have also observed that incen-
tives tend to condition the mem-
bers of an organization (or com-
munity for that matter) to behave 
socially responsibly only when 
monetarily incentivized. Consider 
the organization that effectively 
advertises its incentive program 
but for any number of reasons 
few rewards are ever provided, 
or when provided they are poorly 
advertised. Over time members of 
the organization might conclude 
that the rewards are a come-on 
and grow increasing distrustful 
of those who offer the rewards 

The Case Against 
                  Incentivizing
Whistleblowers
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(the IRS whistleblower program 
is a good example). Eventually, 
the group becomes cynical and 
conditioned to withhold intention-
ally useful information that would 
have otherwise have been eagerly 
provided. In the case of programs 
which pay students for informa-
tion one could ask, is it socially 
responsible to teach our children 
that civic duty and community 
service are inextricably tied to im-
mediate gratification in the form 
of a reward? Are we building good 
citizens and sound communities 
when we teach the most impres-

sionable that their behavior should 
be governed by first determining 
what’s in it for them? If for no oth-
er reason, this potential alone is 
enough to bring into question the 
appropriateness of reward based 
whistleblower programs.

You will likely conclude I 
am biased, for my organization’s 
practice is to offer no reward to 
whistleblowers. I am biased. Con-
vercent processes many thousands 
of reports containing tips each 
month. Yet we have no record of a 
single party ever asking for reward. 
After years in the ethics and com-

pliance business I have concluded 
that monetary incentives to induce 
tipsters to report matters which 
concern them is neither economi-
cally necessary or socially respon-
sible. The real bar to reporting is 
the fear of retaliation. If you want 
more whistleblower participation 
in your organization, get rid of the 
rewards and stop retaliation or any 
appearance of it.

© 2014 Convercent, Inc. Used with 
permission.

SECURITYNEWS

By Daniel J. Benny, Ph.D., CPP, PCI, 
CFE, CIPM

Internet-based social networking 
sites have created a revolution 
in social communication. Those 

taking part in industrial espionage 
will use social networking to illicit 
information from employees of 
target companies.

There are primarily tactics used 
to exploit online social networks 
by espionage hackers who:

•  Specialize in writing and 
manipulating computer 
code to gain access or install 
unwanted software on your 
computer or phone.

•  Specialize in exploiting per-
sonal connections through 
social networks; also known 

as “social engineers” who 
manipulate people through 
social interactions. 

If employees post information 
that may harm the company or 
information about themselves to 
a social networking site, it is no 
longer private. The more informa-
tion an employee posts, the more 
vulnerable they may become to es-
pionage based on what is disclosed 
abut the company they work for or 
their own personal issues that can 
be used to manipulate t or black-
mail them.  The personal informa-
tion shared will be used to conduct 
attacks against the individual or 
the company. Espionage predators 

Internet Social 
Networking Espionage

troll social networking sites look-
ing for information or people to 
target for exploitation. 

 
Advanced Persistent Threats… 

Advanced Persistent Threats 
(APTs) are a cybercrimes directed 
at business, government and po-
litical targets. APTs require a high 
degree of covert operations by a 
professional intelligence service, 
in most cases over a prolonged 
duration of operation in order to 
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be successful. The attack objec-
tives typically extend beyond the 
immediate compromise of the 
system. The goal is to continue to 
be of service even after key systems 
have been breached and initial 
goals reached. The most well know 
recent case against private industry 
was the APTs suffered by Google in 
2010. This demonstrated that the 
target is not always government or 
military information. 

Those who take part in such 
activity are foreign intelligence 
services, highly structured criminal 
operators or terror organizations. 
While individual components of 
the attack may not be classified as 
particularly advanced, espionage 
operators can access and develop 
more advanced tools to breach the 
systems by using combined multiple 
attack methodologies and tools.

What makes APTs so damaging 
is that they are persistent. The per-
petrators give priority to a specific 
task, rather than opportunistically 
seeking immediate access to an or-
ganization’s protected information. 
This distinction implies that the 
attackers are guided by the desire 
to retrieve specific information. The 
attack is conducted through con-

conduct a risk assessment based on 
the projected use of the internet and 
company computers and possible 
risk. Computer security procedures 
need to be based on the greatest risk.

In keeping with of Astor’s Fifth 
Law of Loss Prevention, “any loss 
prevention control fails only upon 
audit.” Ensure that there are strict 
monitoring and reporting pro-
cedures to support your security 
policy. Issues to consider are what 
services are allowed, what services 
or sites will be blocked, what is con-
sidered acceptable usage and how 
will the policy be enforced. As part 
of the protection plan, minimize 
the number of connections to the 
internet and control them. Increase 
the security of each connected com-
puter and strengthen the network 
perimeter. The key factors in the 
protection of your assets through 
the internet are the development of 
a sound security policy and the use 
of proxy firewalls when possible.  
Ensure that your firewall software 
is up to date and examine the secu-
rity of modem connections to avoid 
end-runs.  Conduct inspections and 
penetration testing software against 
your system.  

The threat is real and serious 
and countermeasures need to put 
in place. Employees need to use 
complex alphanumeric passwords 
and change passwords regularly. 
They should not open an email 
or attachment from an unfamiliar 
source, even if it looks official, or 
install or connect any personal soft-

If employees post information that may harm 
the company or information about themselves 
to a social networking site, it is no longer  
private.

tinuous monitoring and attempts to 
enter the protected system in order 
to obtain the desired information.

The threat from this method 
is serious. These operations are 
conducted with a high level of 
coordination and the attackers are 
skilled, motivated, organized and 
well-funded. 

Cyber Espionage Targets… 
Sensitive company documents 

and proprietary information is al-
ways the target for cyber espionage 
and even more so if they company 
is a defense contractor dealing with 
United States classified information. 
The target information is limitless. 
Some examples include export 
controlled company information 
and technology, information on 
DoD funded contracts, sensitive 
technological documents, users’ 
login IDs and passwords, personal 
Identifying Information of company 
executives and employees, contact 
rosters and phone directories for 
identifying targets in the company. 
Other information includes any 
militarily critical technology that 
would allow potential adversaries 
to make significant advances in the 
development, production and use 
of military capabilities. Technology 
that has both military and commer-
cial use is in high demand for theft.

Cyber Espionage Countermea-
sures… 

As in developing a traditional 
loss prevention program you must 



SPRING 2014    THE NCISS REPORT        17

SECURITYNEWS

•  Insiders. Insiders are employees who take part in 
cyber espionage. Their motives and recruitment is 
the same as those employees who conduct other 
type of espionage as previously discussed. Insiders 
could also be an agent who takes a position with 
the company as an employee or contractor in order 
to get inside the organization and have access to the 
computer and protected information. The insider 
can cause the most damage and steal the most se-
crets, and it can be done over a long period of time.

•  Hackers. Hackers are those who attempt to gain 
access to the system. Their goal for the most part 
is to see if they can do it and then cause damage to 
the computer system. Some will steal information 
just to pass it on in the Web or to sell for profit to 
anyone.

•  Cyber Criminals. These individual most often a 
seeking access to information for which they can 
obtain money. This could include bank accounts 
and credit cards accounts.

ware or hardware to your organiza-
tion’s network or hardware without 
permission from your IT depart-
ment. Employees must be required 
to report all suspicious or unusual 
problems with your computer to 
your IT department

Management and IT depart-
ments need to implement defense-
in-depth; a layered defense strategy 
that includes technical, organization-
al, and operational controls as well 
as technical defenses, including fire-

walls, intrusion detection systems 
and Internet content filtering. Anti-
virus software needs to be updated 
daily and vendor security patches 
should be downloaded regularly. 
Ensure that required changes to the 
manufacturer’s default passwords 
on all software is completed and 
monitor, log, and analyze success-
ful and attempted intrusions to 
your systems and networks.

By following these guidelines 
you can reduce the threat of loss 

•  Terrorists. Terror organizations attack computer 
system for many reasons. Their efforts may be to 
disrupt the target, gain intelligence for an attack, 
and steal money or information to further their 
cause with funds and/or intelligence information.

•  Organized Crime. Criminal organizations attack 
computer s for monitory gain for the most part. 
Fraud and money laundering are usually behind 
these attachs.  They may also attempt access for 
intelligence information on a target.

•  Foreign Intelligence Entities (Cyber Spies). Other 
than the insider, the foreign intelligence entity 
poses the most serious threat with regard to cy-
ber espionage. They have professional and highly 
technical methods of breaching computer system 
to steal information, control events, damage and 
destroy operating systems of their target.

Daniel J. Benny, Ph.D., CPP, 
PCI, CFE, CIPM is a licensed 
private investigator and secu-
rity consultant operating from 
Harrisburg, Pennsylvania. He is 
author of the CRC Press book In-
dustrial Espionage: Developing 
a Counterespionage Program. 
Dr. Benny is an at-large board 
member of NCISS.

Cyber Espionage Threats

Cyber espionage threats can come from many sources:

through cyber espionage.
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NCISS lost one of its most cherished founding mem-
bers last August, Bert Hinds. Following are memories 
shared by some who knew Bert and worked closely 
with him on Council affairs over the years.

 “Bert, and his late wife Beckie Hinds, are revered 
in NCISS history. Through their dedicated efforts, they 
guided the Council during its formative years. Bert 
served as secretary and newsletter editor and Beckie 
did much of the record keeping as Bert operated  Cal 
Crim, Inc, the security  business he founded in Cincin-
nati, Ohio. Bert also served as president of the World 
Association of Detectives and is the recipient of WAD’s 
Norman Sloan Award, NCISS’ Duffy Award and count-
less other awards.”                …Eddy McClain

“Bert Hinds was a true, first-class gentleman. I had 

Per Mar Security Services Celebrates 60 Years

Many years ago, John and Eleanor Duffy, 
founded Per Mar Security Services to simply 
provide a living for themselves. What started 

as a firm offering investigative, personnel and market-
ing research services has grown into the full service 
security provider. They have retained the core values 
that the company was founded on and their can-do 
attitude and ability to provide consistent quality cus-
tomer service provides a sense of security for all that 
work with them. 

John and Eleanor’s son Michael Duffy, the cur-
rent President/CEO of Per Mar, attributes the com-
pany’s success to all of the employees, customers and 
suppliers who have helped to build the firm into the 
company they are today. In a statement to his employ-
ees, Michael said “I feel a tremendous responsibil-
ity to preserve our corporate history for employees, 
customers, families, friends and neighbors. Our past 
is a tribute to our founders and a guide for future 
generations. As we enter the next decade, I am con-
fident that we can remain an industry leader as an 
independent provider of security services. Today, we 
celebrate our loyal employees and customers! Please 

know how grateful I am to everyone for their loyalty, 
commitment and contributions to our success.”

Today, there are three 3rd generation family 
members involved in the company. Brad, Brian and 
Bethany Duffy all work in various positions within 
the alarm and security guard business. Brianna 
Duffy Lane, Michael’s 4th child, is in charge of the 
employee charity fund, which distributes contribu-
tions throughout their market area. 

A familiar site at many NCISS annual conferences, Bert 
Hinds swearing in the incoming officers. Here Bert is swear-
ing in incoming president Brian McGuinness in New Orleans, 
April 2, 2005.

Remembering Bert…
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the pleasure of knowing Bert since 
I went to the WSSA (predecessor to 
WAD) meeting with my father in 
London in 1965. I was allowed, as 
a 15 year old, to stay up all night 
and tend bar for all those wild, 
crazy detectives, who were much 
younger at the time. … The initial 
meeting that he and Joe Duncan 
had was the original conception of 
NCISS; there was a WAD meeting in 
Cincinnati and they gathered sev-
eral people for a breakfast meeting 
to discuss the need for an organiza-
tion to take care of legislative issues 

for private investigation and the 
security industry. Both Joe and Bert 
were primarily security guys who 
knew it would make sense long 
term to join forces (with investiga-
tors). We have definitely lost one of 
our founders and wise counsels. 
Rest in peace, old friend.”                    
                                    …Mike  Duffy

“Bert served as WAD President 
in 1974-1975. Until about 15 years 
ago, Beckie and he traveled inter-
nationally for decades to most of 
our conferences and board meet-

OASIS Under New 
Management
(With an NCISS Flair)

Editor’s Note: 

Earlier this 
year NCISS lost 
one of its most 
devoted and 
dedicated sup-
porters, Dave 
McDougal. The 
following trib-
ute says it all, 
although I’ve 
lost the author’s 
byline, for which 
I apologize. But the sentiment is what matters:

“I just heard the sad news that Dave McDougal 
from South Carolina passed away on Tuesday, Janu-
ary 15, 2014. Dave will certainly be missed. He was 
a strong supporter of NCISS and has attended every 
Hit the Hill event in Washington DC for the past 
several years. Although I am sure there will be many 
fond memories of Dave, I will remember him for his 
impish sense of humor, the strong relationships he 
forged with others, and his dedication to this profes-
sion. 

Remembering Dave…

Late last fall Gary H. Kuty assumed the duties of 
Executive Director of the Ohio Association of Security 
& Investigation Services (OASIS) and will be man-
aging the association through his company, Kuty & 
Associates, LLC.  As many of you know Gary is a past 
president of NCISS and also the Managing Director 
for the National Security Alliance. The first priority for 
Gary and his team was to review the membership list, 
get out 2014 invoices and develop a marketing plan to 
increase membership in the coming year. 

Monthly meetings were scheduled with the help 
of newly elected OASIS president, Pete Miragliotta 
from Tenable Security, Cleveland. Also, through Pete’s 
efforts OASIS is formulating an education seminar for 
April of this year.  Gary and his colleagues hope that 
by conducting monthly meetings, educational semi-
nars, golf outings, etc. they can generate interest in 
Ohio license holders to become part of the solution, 
as opposed to being part of the problem by not join-
ing. Fellow NCISS member Terry Meyer is an OASIS 
board member, in addition to serving as a regional 
director for NCISS. At every OASIS meetings Terry 
brings up the benefits of joining NCISS.

For more on OASIS, contact Gary at 937-395-3059 
or email, gary@kutyassociates.com.

ings ...  I just saw Bert in March 
(2013) at Vince Ruffolo’s funeral 
and enjoyed chatting with him. He 
looked great.  He hadn’t attended 
an NCISS meeting for several years 
due to Beckie’s declining health. She 
passed away a year ago … I asked 
him if he would consider coming to 
Charleston, South Carolina in Octo-
ber to swear me in as NCISS Presi-
dent. He said he would be honored 
and thought he was capable of the 
trip, with his nephew accompany-
ing him  … But it wasn’t to be.”               
                                      …Bob Heales  
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Courage is not the absence of fear. 
It’s not being completely unafraid. 
Courage is having apprehension 

and hesitation. Courage is living in spite 
of those things that scare us. Courage 
is the faith that some things will change 
and others never will. It is the belief that 
failure is not fatal, but to carry on when it 
is almost certain.

Spread smiles to everybody, ev-
erywhere, each and every day. Eat well, 
laugh often, live and love life.

Insights on courage…
• Courage is the most important of all 
the virtues, because without courage 
you can’t practice any other virtue con-
sistently. You can practice any virtue er-
ratically, but [none] consistently without 
courage.                     —Maya Angelou

On Courage                               
By Gene Ferraro

• I learned that courage was not the 
absence of fear, but the triumph over it. 
The brave man is not he who does not 
feel afraid, but he who conquers that 
fear.                           —Nelson Mandela

• Courage is not simply one of the vir-
tues, but the [essence] of every virtue at 
its testing point.                 —C.S. Lewis
• We become brave by doing brave things.                                                          

—Aristotle
• Faced with what is right, to leave it 
undone shows a lack of courage. 

—Confucius
• How few there are who have courage 
enough to own their faults, or resolution 
enough to mend them.

—Benjamin Franklin
And anonymously…
• One man with courage constitutes a 
majority. 

• Courage is the display of grace when 
under pressure.

“You will be courageous by doing 
courageous things”, said the lioness to 
her cub. To which the young cub replied, 
“I will not disappoint you for I fear not 
the unknown but wish only the chance to 
demonstrate I am brave.” “Ah,” said the 
lioness, “you need not demonstrate your 
bravery to anyone—you must only reveal 
it to yourself.”

© Eugene F. Ferraro, CPP, 
CFE, PCI, SPHR, Chief Ethics Of-
fi cer, Convercent.com, thecom-
panyethicist.com. The essay on 
courage is from Gene’s upcom-
ing book. Look for it soon.
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STATE............................................................................... 
AALPI ..................... Arizona Assoc. Licensed Private Investigators

ADSAI ............. Associated Detectives & Security Agencies Illinois 

ALDONYS ........Associated Licensed Detectives of New York State

CAJP ........................ California Assoc. of Judgment Professionals

CALI ............................California Assoc. of Licensed Investigators

CALPI .......... Connecticut Assoc. of Licensed Private Investigators

FALI ................................Florida Assoc. of Licensed Investigators 

FAPI ................................... Florida Assoc. of Private Investigators

GAPPI .......... Georgia Assoc. of Professional Private Investigators 

IAPI ........................... Indiana Assoc. of Professional Investigators

IAPI ....................................... Iowa Assoc. of Private Investigators

INSPI ........................ Indiana Society of Professional Investigators

ISPAG .................... Investigative & Security Prof. Assn. of Georgia

KALI ...............................Kansas Assoc. of Licensed Investigators

KAPI .................................. Kansas Assoc. of Private Investigators

KPIA ...........................Kentucky Professional Investigators Assoc.

LPDAM ...........Licensed Private Detective Assn. of Massachusetts

LPDARI ........... Licensed Private Detective Assoc. of Rhode Island

LPIA ...................................Louisiana Private Investigators Assoc.

MAPI ............................ Minnesota Assoc. of Private Investigators

MAPI ............................... Missouri Assoc. of Private Investigators 

MCSA ......................................Michigan Contract Security Assoc.

MISA ............................ Maryland Investigators & Security Assoc. 

MLPIA ......................Maine Licensed Private Investigator’s Assoc.

NALPI.............. Nebraska Assoc. of Licensed Private Investigators

NCAPI .................... North Carolina Assoc. of Private Investigators 

NHLI ................................ New Hampshire League of Investigators 

NJLPIA .............New Jersey Licensed Private Investigators Assoc. 

NLLI ............................. National League of Licensed Investigators

NSPI .........................Nevada Society of Professional Investigators 

These state, national, regional and international association members are a valuable part of NCISS. Be sure your as-
sociation is receiving current legislative updates and other information on our associations listserve. If you’ve had a recent 
change of officers, be sure to let us know where to send emails. Each association is entitled to five delegates on the lisserve, 
who can post relevant news from their state or region. Send updates to nciss@comcast.net.

State Associations Advisory Board

OPIA ..................................Oklahoma Private Investigators Assoc.

PALI ......................Pennsylvania Assoc. of Licensed Investigators

PAWLI ............ Professional Assoc. of Wis. Licensed Investigators

PIAM .................... Professional Investigators Alliance of Maryland 

PIAU ...................................... Private Investigators Assoc. of Utah

PIAVA ................................Private Investigators Assoc. of Virginia

PICA ..................................Professional Investigators of California

PISA .........................Professional Investigators & Security Assoc.

PISPWV ...........Private Investigators Security Professionals of WV

PNAI .............................Pacific Northwest Assoc. of Investigators

PPIAC............... Professional Private Investigators Assoc. of Colo.

PPIAI ................Professional Private Investigators Assoc. of Idaho

SCALI ....................... South Carolina Assoc. of Legal Investigators

SFIA .........................................South Florida Investigators Assoc.

TAI ...........................................Tennessee Assoc. of Investigators

TALI ................................. Texas Assoc. of Licensed Investigators

TALPI ................Tennessee Assoc. of Licensed Prof. Investigators

VAISS ...............Vermont Assoc. Investigation & Security Services 

WALI .............................Washington Assoc. of Legal Investigators

REGIONAL..................................................................…
PNAI .............................Pacific Northwest Assoc. of Investigators

PISA .........................Professional Investigators & Security Assoc.

SPI .......................................Society of Professional Investigators

INTERNATIONAL.........................................................…
CII ........................................ Council of International Investigators

WAD ............................................ World Association of Detectives
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